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July 7, 2006
The Honorable Bart Stupak
Ranking Member
U.S. House of Representatives
Committee on Energy and Commerce
Washington, DC 20515-6115
Re:

Sexual Exploitation of Children Over the Internet Subcommittee Hearing
Response to Additional Questions

Dear Congressman Stupak,
It was an honor to appear at the Subcommittee on Oversight and Investigation’s May 3, 2006
hearing on the Sexual Exploitation of Children Over the Internet. Your interest in this vital
issue will greatly contribute to the emerging national consensus that much more can and must
be done to protect our children by regulating the wide and unmitigated distribution of child
pornography on the internet.
Please find the following answers in response to your additional questions arising from
the hearing:
Question 1
Please provide copies of the home study done of Matthew Mancuso prior to his adoption
of Masha in 1998 and the home study done of Faith Allen prior to her adoption of Masha
in 2004 and describe the major differences.
Answer 1
Exhibit 1 – Mancuso Home Study
Exhibit 2 – Allen Home Study
The major difference between these two documents is that the Allen home study is childcentered and the Mancuso home study is parent-centered. By this I mean that the Allen home
study is focused on the unique needs and individual circumstances of the child, Masha Allen,
while the Mancuso report is a public relations document written by the social worker and
director of the Family Health Council, Inc.’s Family Adoption Center, Nancy Simpronio, on
behalf of Matthew Mancuso.
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The Allen home study specifically identifies dates and the names of the individuals
contacted as primary or collateral sources of information [p. 2-02]. The “very thorough
[Mancuso] home study process” [p. 1-01], while obliquely referring to his un-named
“mother” and several siblings [p. 1-04], is based exclusively on “intensive interviews with
Mr. Mancuso” [p. 1-02]. So, while the Mancuso report relies on one self-interested source
for all the information contained therein, the Allen home study utilizes no less than 10
independent sources, including Masha herself.
The Mancuso home study is comprised largely of conclusory statements based on
information taken directly from the subject of the report. There were no interviews with
collateral sources such as Mancuso’s estranged daughter, his ex-wife, neighbors, friends
and support networks. There was no attempt to contact his mother and sister for their
opinion of Mancuso as a father. There was no verification of his parenting abilities or
community resources.
In reality, Mancuso raped and molested his birth daughter and his computer screen name
was “IFuckedMySister.” The fact that “the interviews were conducted by a Master’s
degree licensed social worker with over fourteen years adoption experience” [p. 1-02] is
meaningless. Mancuso’s reference to “his travels throughout the world” [p. 1-06] should
have prompted a review of his passport since child sex tours are common for wealthy
pedophiles like Mancuso.
In addition, Mancuso’s report that he “had spent a considerable amount of time
researching adoption and discussing adoption with adoptive parents for the past six
months” [p. 1-06] should have led to collateral contacts with these individuals to
ascertain their impressions of Mancuso. Obviously, Mancuso’s preference for “a girl
between the ages of five and six of the Caucasian race” [p. 1-06] was additional cause for
concern which should have led the social worker to consider alternative motivations for
the adoption.
Mancuso’s statements about “parenting,” “adjustments,” “professional assistance,” “child
care,” and “faith” [p. 1-07], while highly relevant, are largely without substance in the
absence of collateral contacts and added detail. There is no discussion about who, what,
where and when Mancuso would do anything for a young girl speaking a foreign language
from a foreign culture.
There is also the acknowledgement that Mancuso did not even have a bedroom for Masha
since “currently the room is a mix-match of furniture which he plans on replacing with
appropriate furnishing for a young girl” [p. 1-08]. In reality, Masha slept in Mancuso’s bed
for over four years where she was raped and molested nightly. She never had her own
room or even a bed. The agency’s vow to “provide post-placement reports for a period of
three (3) years” [p. 1-01, 1-09] apparently did not include either home visits or meeting
with Masha.
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The statement that “Mancuso is close to his nearest neighbors including one with four
daughters” is chilling given his lifelong history as a pedophile. There is no indication that
this neighbor or these girls were contacted. The section of the home study devoted to
references [p. 1-08] merely parrots the cursory written testimonials which were provided
by the office manager at Mancuso’s place of employment, a subordinate at his place of
employment, and a former co-worker [pp. 1-11-13]. Again, there is no indication that
these individuals were questioned at all by the social worker writing the home study.
Finally, there is no basis for the Ms. Simpronio’s conclusion that Mancuso is “a highly
moral individual who will provide not just a financially stable home but the ability to
parent a child with values” [p. 1-09]. The reality could not be further from this asinine
endorsement.
Question 2
Is there any procedure for Masha to copyright all the images of her made by Mr. Mancuso
and then pursue remedies under copyright law for any illegal distribution, or does the
civil cause of action under 18 USC 2255 provide a more efficient and useful remedy?
Answer 2
“Works of the visual arts are protected under United States copyright law. Visual arts
include original pictorial, graphic, and sculptural works in two and three dimensions. As
with other types of copyrightable works, copyright protection for works of the visual arts
is automatic upon creation. The work is created as of the moment it is fixed in media for
the first time.” E-Copyright Law Handbook, Laura Lee Stapleton, Aspen Publishers (2003)
§ 6.02[A].
Although Masha’s images are per se copyrightable since they are works of the visual arts,
the ability to obtain and assert copyright protection over them is unworkable if not
impossible. As a practical matter, it is illegal for anyone—including Masha and her
parent and attorney—to possess the pornographic images of her, making it difficult to
even identify the items subject to copyright. It is also illegal for anyone outside of law
enforcement to go looking for her images such as by visiting pedophile chat rooms or
joining websites featuring child pornography. Masha would, therefore, have a difficult
time obtaining and asserting any copyright interest in her images.
It is also unlikely that the courts, on public policy grounds, would allow anyone to possess
and enforce copyright protection over images which are per se illegal.
The civil cause of action provided by 18 USC 2255 is a valuable but imperfect source of
relief for victims of child pornography. The provision of statutory liquidated damages is a
great benefit to victims who do not have to prove they were injured by the unlawful
possession of their images.
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The utility of 18 USC 2255 is limited, however, for the same reason that asserting
copyright protection is impractical; victims must rely on law enforcement and notices
under the federal Victims of Crime Act to identify and locate their images. Without law
enforcement involvement and cooperation, victims will be unable to utilize the recourse
provided by 18 USC 2255. Without proactive law enforcement identification and
notification, an individual may not even know they are a victim of child pornography.
Currently, only federal law enforcement agencies are required to notify victims of child
pornography, leaving the huge number of state prosecutions for child pornography out of
reach for child victims otherwise eligible for relief under 18 USC 2255. In our experience,
federal notification is spotty at best. To date, we have only received Victim of Crime
Notices from 4 out of 94 federal judicial districts (4%) even though Masha’s images are
recovered in over 50% of all prosecutions for child pornography.
One possible enhancement of current law would allow the Digital Millennium Copyright
Act of 1998 (DCMA) to be utilized to combat child pornography. The DCMA requires
anyone who reproduces, distributes or displays copyrighted work without prior
permission to pay significant damages as specified under the act including injunctive
relief, actual damages and profits of the infringer, statutory damages of $750-$30,000 per
infringed work or up to $150,000 per infringed work in cases of willful infringement, and
attorney’s fees.
The DCMA grants limited shelter to online service providers for potential infringements
occurring on their networks and systems, as long as they are unaware of the infringement,
but providers must act expeditiously to remove or block access to copyrighted material
once infringement is alleged. The DCMA has an extensive section on remedies which
includes impounding any device involved in a violation and in the custody and control of
the alleged violator, damages, recovery of court costs, recovery of attorney’s fees, and
destruction of any device involved in a violation which is in the custody or control of an
alleged violator or which has been impounded.
Perhaps the greatest use of the DCMA for child pornography victims would allow them to
demand that ISPs “takedown” the illegal images which might be residing on their
network. Another useful provision would allow child pornography victims and law
enforcement to contact website registrars to demand that known or potential child
pornography websites – even foreign sites – be effectively “de-listed” from the world wide
web, rendering access to those sites impossible.
Question 3
Are there any legislative changes that should be made, in addition to Masha’s Law, to
encourage all Internet service providers (ISPs) to more carefully police their sites for
illegal child pornography and remove it more rapidly? Is it effective to work only with the
largest Internet service providers, or are pedophiles using less well-known ISPs?
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Answer 3
Using current technology and the databases of known child pornography at the FBI, ICE
and NCMEC, ISPs can and should be required to scan their networks for known child
pornography and block access to those images. All internet access is dependent on a
limited number of Tier 1 ISPs over which a majority of the world’s internet traffic flows.
Simple scanning of this network traffic could easily eliminate access to known child
pornography. This is akin to placing drug sniffing dogs in the post office or metal
detectors in airports. Utilizing the database of known child pornography images will
address any First Amendment concerns since actual child pornography enjoys no
Constitutional protection and is per se illegal and is subject to seizure and destruction.
Question 4
You testified that pedophile networks are actually creating parallel networks to the
Internet that the public is familiar with. Access and images are tightly controlled by a few
people, and there is no central server and no Internet service provider (ISP). Does current
law and law enforcement efforts reach those networks? What must be done to control
them?
Answer 4
The networks I was referring to are accessed using the same ISPs that everyone else uses
to access the Internet. What is different about them is that they are encrypted and widely
distributed peer-to-peer networks with no central server and no central access control
mechanism. Files and other content are broken into small bits and distributed over
hundreds and even thousands of computers world wide. These packets are regularly
moved among and between computers and only reassembled when a requester presents a
key relating to that specific file.
In my discussions with law enforcement, they are aware of and have begun to penetrate
these networks. Since there is currently no search mechanism on these networks, personto-person relationships must be established to gain access to files and other content.
Technologically limiting these networks is probably impossible and only traditional law
enforcement surveillance and infiltration methods will be effective in both understanding
and controlling these networks.
Please do not hesitate to contact me for further explanation or discussion of these answers and
this important public policy issue.
Sincerely,

James R. Marsh
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